Mamsarka nis odyvaomuxcsi 00 HHPOPMATUOHHON 0€301aACHOCTH

C KaxxJpIM TOJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCS OOJIbINIE, a IIKOJLHUKU OJHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HEceT U MpoOiieMbl. DTa MaMmsATKa J0JDKHA MOMOYb Tebe 0e301acHo
HaxOJIUTHCS B CETH.

KomnbiotrepHblie BUpPYyChI

KomnproTepHslil BUpyC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYATEIIbHON
0COOCHHOCTBIO KOTOPOH SBISIETCS CHOCOOHOCTh K Pa3MHOXKEHHUIO. B JomonHeHne K 3TOMYy,
BHUPYCHI MOT'YT OBPEIUTH WU TIOJTHOCTHIO YHUUYTOXKUTH BCE (Pailiibl U JaHHBIE, TOAKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIA 3aIlylIeHa 3apaKeHHas IPOrpaMMa, a TaKKe MOBPEIUTh
WM JJa)Ke YHUUYTOKUTh OTEPAIMOHHYIO CUCTEMY €O BceMHM (paiimamu B 1eiaoM. B OonblinHCTBE
CJIy4aeB pacHpOCTPAHAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MeTopl 3aIIUTHI OT BPEIOHOCHBIX MMPOTPAMM:

1. HUcnonb3yit coBpeMEeHHbIE OINEPALMOHHBIE CHCTEMBI, HMEIOIINE CEepbE3HbIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX ITPOTPAMM.

2. TlocrossHHO ycTaHaBIWBal martdu (MU(POBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYCCKU
YCTaHaBIIMBAIOTCSA C LIEbI0 JOPAOOTKH MpOTrpamMMbl) U Apyrue oOHOBJIEHUS CBOEH
omnepanroHHONW cucteMbl. CkauymBaid WX TOJBKO C O(UIIMAIBHOTO caiTa
pazpabdotunka OC. Ecnu cymiecTByeT pexuM aBTOMAaTHYECKOTO OOHOBIICHUS,
BKJIFOYH €TO0.

3. Pabotaii Ha cBoeM KOMMbBIOTEPE TIOJ TMpaBaMH TOJb30BaTeNsd, a HE
aJMMHHUCTpATOpa. OJTO HE IMO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX MpPOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIBIOTEPE.

4. HWcnonb3yit AHTUBHUPYCHBIE MIpOrpaMMHBIE IPOJTYKTHI W3BECTHBIX
IIPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3.

5. Orpanunup pu3nUecKUl JOCTYI K KOMIIBIOTEPY Ui MOCTOPOHHUX JnI1

6. Hcmons3yil BHEITHUE HOCUTETU MH(GOPMAITUH, TaKKe KakK (JIemiKa, JUCK Wi (Haiis
U3 UHTEPHETA, TOJBKO U3 IPOBEPEHHBIX NCTOYHHUKOB.

7. He oTkpsIBaii KOMIIbIOTEpHBIE (haiiiIbl, TOTYUCHHbBIE U3 HEHAIEKHBIX HCTOYHHUKOB.
Jlaxxe Te (haiiibl, KOTOpbIE MpUCTIal TBOW 3HAKOMBIW. Jlydie yToyHW y HEro,
OTMPABJISUI I OH TeOe uX.

Cern WI-FI

Wi-Fi — 310 He BuJ mepeauu JaHHbBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpeH I, Mapka. Emie
B 1991 rony Huzepmanackas kommanusi 3apeructpuponana Oopena "WECA", yto o603Hayano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoauTcs Kak "GecripoBoHas TOYHOCTD'.

Jlo Hamiero BpeMeHHM Jollia jApyras abOpeBuarypa, KOTOpas SBISETCS TakoW ke
TexHosiorueil. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcieil 3BykoBoii TexHuku Hi-Fi, uTo B mepeBose o3HayaeT "BbICOKAs TOUHOCTh'.

Ja, OecruiaTHBIH MHTEPHET-IOCTYIN B Kade, OTeIsIX M a’poropTax SBISETCS OTIMYHON
BO3MOJKHOCTBIO BBIX0JIa B MHTEepHET. HO MHOTHE SKCIIepThI CUUTAIOT, 4TO 00MIenocTynHbie Wi-Fi
CeTH He SBISAIOTCS 0€30MacHBIMU.



CoBeTsl 0 6e30IIaCHOCTH paboThI B 00MIeN0CTYIIHBIX ceTax Wi-fi:

1.

He nepenaBaii cBoro nuuHyr0 wHGOpMaIuUio depe3 obmenocrymnubie Wi-Fi ceru.
PaboTas B HHX, XelaTeNbHO HE BBOJUTH MApPOJIM JOCTYMA, JOTHHBI U KaKHE-TO
HOMeEpa.

Hcnonw3yit 1 0OHOBIIAN aHTUBUPYCHBIE MTPOrpaMMBbl U OpanaMayep. Tem caMmbiM
TBI 00€30TacuIlb ce0s OT 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO.

[Ipu ucnomp3zoBanmu Wi-Fi otkimoun ¢ynkiuio "OOmmii noctyn K Qaiinam u
npuntepam". JlanHas (yHKUOMS 3aKpbITa 10 YMOJYaHUIO, OJHAKO HEKOTOPHIE
HI0JIb30BATEIH AaKTUBUPYIOT €€ IS y100CTBa HCIIOIB30BaHMS B paboTe uin y4yeoe.
He ucnione3yii myommunsiit WI-FI 1t mepenauun TMYHBIX TaHHBIX, HATIPUMED, VIS
BBIXOJIa B COI[MAJIbHBIE CETU WU B AJIEKTPOHHYIO TOYUTY.

Wcnonb3yit Tonpko 3amunieHHoe coennnenue yepes HTTPS, a ne HTTP, T.e. npu
Habope BebO-aapeca BBOAM UMEHHO "https://".

B MmoOunbHOM Tenedpone ortkmoun QyHknuoo 'Tomkmoyenue k- Wi-Fi
aBroMaruuecku". He momyckait aBTOMaTHYECKOTO TOJKIIOUEHHUs YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacus.

ConuajbHbIe ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly )KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT TaM
nmocTtosiHHO, a B Facebook yxke 3apeructpupoBaH MWUIMAPA YETOBEK, UYTO SIBISETCS OIHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMHU B COIIMANIbHBIX CETSAX, MOET ObITh HalJIeHa U HUCIIOJIb30BaHa KEM YIOJHO, B
TOM 4HCJIe HEe 0053aTeNbHO C OJIaruMU HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 0 OE30IACHOCTH B COLMATIBHBIX CETIX:

1.

Orpannydb CHUCOK Apy3ei. Y TeOs B NPYy3bsiX HE JOJDKHO OBITh CIIYYalHBIX U
HE3HAKOMBIX JIOJIEH.

3amuiail CBOK YacTHYIO Xu3Hb. He yka3biBaiil mapoiu, TeaedoHsl, aapeca, nary
TBOETO POXJICHUS M JPYryl JHYHYI0 HHGOPMAIHIO. 3I0YMBIIUICHHUKH MOTYT
UCIIOJIb30BAaTh JIa)ke MH(POPMAIIMIO O TOM, KaK Thl U TBOU POJUTEIIN TUIAHUPYETE
NPOBECTU KaHUKYIIBI.

3amuiail CBOI0 peryTaluio — JepKH €€ B YUCTOTE | 3a/laBail cede BOIpPOC: XOTe
OBbI ThI, YTOOBI JPYTUe IMOJIb30BATEIIM BHUJIENHU, YTO Thl 3arpyxaenib? [Tomymai,
IPEXJIC YeM YTO-TO OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh.

Ecnu TBI rOBOpHIIB € JIFOJIbMH, KOTOPBIX HE 3HACIIIb, HE UCIIOJIb3Yi CBOE peallbHOE
UMS ¥ IPYTYIO JIMYHYIO WH(POPMAILIUU: UMSI, MECTO KHUTEIbCTBA, MECTO YueObl U
npouee.

N36eraii pasmemenus ¢otorpaduii B HMHTepHEeTEe, TAe Th H300pakeH Ha
MECTHOCTH, 10 KOTOPOI MOKHO OTPENICTUTh TBOE MECTOTIONIOKEHHE.

[Ipu peructpanuu B COIHMAIBLHOM CETH HEOOXOAMMO HCIIONB30BATh CIOXKHBIS
MapoJIH, COCTOSIINE U3 OYKB M IU(P U C KOJTUYECTBOM 3HAKOB HE MeHee 8.

s couuanbHON CeTH, MOYTHl M JAPYIHMX CAalTOB HEOOXOJWMO HCIOJIh30BaTh
pasubpie maponu. Torma ecnu TeOs B3JIOMAOT, TO 3JIOYMBINUICHHHKH TOTydar
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHBIE IeHbIH

aﬂeKTpOHHLIe ACHBI'M — OTO OYCHb y,[[O6HLIfI croco0 HJ'IaTC)KCI\/’I, OJIHAKO CYHICCTBYIOT
MOIICHHUKHU, KOTOPBIC XOTAT HOJYYUTDb 3TU ACHBI'U.



ONEKTPOHHBIE JIEHBI'W IOSBUJINCH COBCEM HEAABHO M MMEHHO H3-3a 3TOT0 BO MHOI'MX
rocyzapcTax J0 CUX IOp HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (DYHKITMOHHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIE UX Pa3AeisaioT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBbIE. Pa3Huna B ToM, YTO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAUTH OINepaunu 0e3 WACHTU(HUKAIMKA IOJIb30BATENs, a B
HEAHOHUMHBIX UICHTH(HUKALNS OTB30BATENS ABISIETCS 0053aTEIIbHOM.

Taxxe crnenyer paznuyarh 3JEKTPOHHbIE (UaTHbIE IE€HBI'M (PaBHBI TOCYIAapCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE AEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OCHOBHbIE COBETHI 110 6€3011aCHOM paboTe C INEKTPOHHBIMU JCHbIAMU:

1. TlpuBsixu K cueTy MOOMIIbHBIN TenedoH. ITO caMblil yIOOHBIN 1 OBICTPBIH cr1OCO0
BOCCTaHOBUTH JIOCTYI K cueTy. [IpuBs3aHHbIi TenedoH NOMOXET, eciiy 3a0y1emib
CBOM MUIATEKHBIN MAPOJIb WA 3alMI€IIb HA CANT C HE3HAKOMOI'O YCTPOMCTBA.

2. HWcmonw3yii oqHOpa3oBkie maposm. [loce mepexoa Ha YCUIICHHYIO aBTOPU3AIINIO
Tebe yxe He OyaeT yrpokaThb OMACHOCTh KpPaKM WM TepexBaTa IUIATEKHOTO
apoJs.

3. Bribepu croxHbiii maposb. [IpectymHuKamM OyfeT He MPOCTO yrauaTh CIOKHBIH
napoib. HajexHplie maposu - 3T0 Mapoju, KOTOpbIE COJIepKaT He MeHee § 3HAKOB
U BKIIOYAIOT B ce0sl CTPOYHBbIE M MPOIMUCHBIE OYKBBI, HU(PHI U HECKOJIHKO
CHUMBOJIOB, TakWe€ KakK 3HaK Jojuiapa, ¢yHTa, BOCKIMIATENbHBIA 3HaK M T.IL,
Hanpumep, $tROng!..

4. He BBOAM CBOM JIMYHBIEC JaHHbIE HA CaliTaX, KOTOPHIM HE IOBEPSCILb.

JJIeKTPOHHAS MOYTA

DNeKTpOHHAs TI0YTa — 3TO TEXHOJIOTHS M MPEAOCTABIIIEMbIE €0 YCIYTH 10 TIEPEChUIKE 1
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUN, KOTOPBIE PACTIPEICISIIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO AIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obOpazom:
HUMsI_TIOJIh30BaTEIA(@WHUMS_JIOMEHA. Takke KpoMe IIepeladyd IpOCTOro TEKCTa, HWMEeeTCs
BO3MOJKHOCTB TIepe1aBaTh (aiibl.

OcHOBHbIE COBETHI 110 6€301acHOM paboTe ¢ INEKTPOHHON MOYTOM:

1. Hanmo BeIOpaTh TpaBWIBHBIA TOYTOBBINM cepBHC. B MHTEpHETE €CTh OTrpOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO Jydlle JOBEPSATh TE€M, KOTO
3HaCIIb U KTO MEPBbIA B PEUTHUHTE.

2. He yka3biBail B IMYHOM nouTe TUUHYIO HH(popmarmo. Hanpumep, mydiie BoIOpaTh
"My3bIKalbHbIN_(paHaTt@" wiu "pok2013" BmecTo "Temal3".

3. Hcnonp3yil ABYXATAlHYIO aBTOPHU3ALMIO. DTO KOrja MOMHMO MapoJii HYKHO
BBOJIUTH KOJI, TpUChUIaeMbIi 110 SMS.

4. Beibepu crnoxHbIN Maponb. s KaKI0ro MOYTOBOTO SIIMKA JOKEH OBITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb.

5. Ecnu ecTh BO3BMOXXHOCTb HalmMcaTh CAMOMY CBOW JIMUHBIM BOIIPOC, UCTIONbB3YH 3Ty
BO3MO>KHOCTb.

6. Hcnonp3yll HECKOJIBKO MOYTOBBIX SIIUKOB. IIepBbIi A1 4acTHOM mepenucku c
azpecaTaMM, KOTOPbIM Tbl JIOBEpPSEIIb. OJTO DJIEKTPOHHBIM aJpec HE Hauo
WCIIOJIb30BaTh MIPH PErUCTpaIuu Ha GopyMax U calTax.

7. He oTkpbiBaii ¢ailbl U Apyrue BIOKEHUS B MUCbMaX, 1a)e eClIi OHU MPUIILUTA OT
TBOUX Jpy3ell. Jlydie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TU (hailiibl.

8. Ilocne oxoHuaHHs pabOTHl Ha MOYTOBOM CEPBHUCE MEpel 3aKPHITHEM BKJIAJKU C
caiiTom He 3a0yab HakaTh Ha "BeriiT".




Knﬁepﬁy.lmuﬂr UJIX BUPTYAJBbHOC U3A€BATEC/ILCTBO

KubepOymnuHr — mpecieqoBaHUE COOOIMICHUSMH, COJEPKAIIUMH  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIMTaHCTBO; COIMATbHOC OOMKOTUPOBAHHE C MOMOIIBIO PA3IHUHBIX
HHTEPHET-CEPBHCOB.

OCHOBHBIE COBETEI IT0 00pEOE ¢ KHOEPOYIUIMHTOM:

1.

He 6pocaiics B 60ii. JIyuminii crioco6: mocoBETOBATHCA KaK ceOst BECTH U, €CJIH HET
TOro, K KOMy MOKHO 0OpaTUThCs, TO BHadajle yCIOKOUThCSA. Eciu Thl HauHenb
0TBEYaTh OCKOPOJIEHUSMH Ha OCKOPOJICHHs, TO TOJBKO elie OOJIbIIe pa30kKellb
KOH(DITHUKT.

VYnpasinsii cBoeil kubeppenyranyen.

AHOHUMHOCTH B ceTu MHUMAas. CyllecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM.

He crout Bectn Xynuranckuit o0pa3 BUpTyaabHOM ku3HU. HTEpHET QUKCUpyeT
BCE TBOM JICHCTBUS M COXpaHAET UX. Y JaIUTh UX OyJIeT KpailHe 3aTpyIHUTEIIbHO.
Cobmrosiail CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY.

Urnopupyit enuHndHbIi HeraTuB. OTHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jydiie urHopupoBaTh. OOBIUHO arpeccus MpeKpaniaeTcsi Ha Ha4albHOM CTaHH.
ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMHU, B
COLIMANIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTHPAaBKU COOOIIEHUN C
OIIPENIETIEHHBIX aJJPECOB.

Eciu T1b1 cBumerens kubepOymnuHra. TBou [eHCTBUS: BBICTYIUTH IMPOTHUB
MpecienoBaress, MoKa3aTb €My, YTO €ro JEHCTBHUS OLEHUBAIOTCS HETAaTUBHO,
MOJAJIepKaTh JKEPTBY, KOTOPOM HYy)KHa IICHMXOJIOTMYECKas MOMOIIb, COOOIINUTH
B3POCIIBIM O (paKTe arpecCUBHOTO MOBEICHUS B CETH.

MooOuinbHblii Tej1e)OH

CoBpemeHHbIe cMapT(OHBI U TUIAHLIETHI COJIEPKaT B ce0e BIIOTHE B3POCIbINA (PYHKIIMOHAI,
U Temepb OHU MOTYT KOHKYpPUPOBATh CO CTAallMOHAPHBIMH KommbioTepamu. OIHAKO, CPEICTB
3alUTHI J1s TOJOOHBIX YCTPOMCTB MOKa OYEHb Majo. TeCTUPOBAaHUE U TIOUCK YA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcs 1 MOOUITBHBIX MPUIIOKESHUI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIU HACTOJbHBIE aHAJIOTH,
OJIHaKO pacmmpeHue (yHKIMOHAIa Ble4eT 3a co00il OOMNBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUYECKUE
ySI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETBI I 0€3011aCHOCTH MOOMIILHOTO Teﬂe(bOHaZ

1.

Pk ow

Hudero He siBisieTcs mo-HacToseMy OecriaTHbIM. byab ocTopoxeH, Beb Koraa
Tebe mpeiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH.

Hymaii, npexx e ueMm oTripaBuTh SMS, hoto i Buzeo. Tol TOUHO 3Haelb, I71€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CHCTEMY TBOETO cMapT(OHa.
Vcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 11 MOOMIIBHBIX TEJIS()OHOB.

He 3arpyxailli NpuIOXKE€HHS OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
COJIepKaTh BPEJJOHOCHOE ITPOrPaMMHOE 00€ECIIEUEHHE.



6. Ilocne Toro Kak Thl BRIHACIIB C CaiiTa, TJIe BBOAWI JMYHYIO HH(POPMALINIO, 3aiT1 B
HacTpoiiku Opay3epa u ynanu cookies.

7. Tlepuoanyecku MpoOBEpsid, Kakue IJIATHBIE YCIYT'M AKTUBUPOBAaHBI HA TBOEM
HOMEpE.

8. aBaii cBOI1 HOMEp MOOHIIBHOTO Telle()OHA TOIBKO JIFOSIM, KOTOPBIX ThI 3HACIIb U
KOMY JIOBEPSICIIIb.

9. Bluetooth momken ObITH BBIKIIOUEH, KOTJAa ThI UM HE MoJb3yenibes. He 3a0piBaii
MHOT'/Ia TIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJAMH-UTPbl — JTO KpacoOYHbIE, 3aXBaTHIBAIOLINE pa3BJICUYECHUS,
00BEAMHSIOINE COTHU ThICAY YENIOBEK MO BceMy Mupy. Urpoku mccienyroT JaHHBIA UM MHUD,
0O0IIAI0TCS IPYT C APYTrOM, BBINOJIHSIOT 3a/1aHUs, CPAXKAOTCA C MOHCTPAMH M MOJIY4aroT OIBIT. 32
YI0BOJIBCTBHE OHHU IIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT ADOHEMEHT WJIM MPUOOPETAIOT KaKue-
TO OILUHU.

Bce a1t cpenctBa mayr Ha moJJep)KaHME W pa3BUTHE WIPhl, a TaKXKe Ha camy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPHU3AIMM, BBITYCKAIOTCS HOBBIE MAT4H
(urdpoBkIe 3amIaTKy Ui IPOrpaMM), 3aKpbIBAlOTCS YSI3BUMOCTH CEPBEPOB.

B mopo6HBIX Urpax CTOUT omacaTtbcs HE CTOJBKO CBOMX COTIEPHUKOB, CKOJBKO KpasKu
TBOETO MapoJisl, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3ALMK OOJBIINHCTBA UTD.

OCHOBHbIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOTO aKKayHTa:
1. Ecnmu papyroii urpok BemeT ceOs IUIOXO WM CO3/JaeT TeOe HEMpPUSITHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB.
2. Tloxamyiics agMUHUCTpaTOpaM UIphl Ha IUIOXO€ MOBEACHHE ATOr0 HrpoOKa,
JKeJaTeabHO MPUIIOKUTH KaKHe-TO I0Ka3aTeIbCTBa B BU/I€ CKPHUHOB.
He ykaspiBait tnunyto nHpopManuio B mpodaiisie urpel.
VYBaxail Ipyrux y4aCTHUKOB IO UTPE.
He ycranasnuBait HeoduiMaabHbIEe TATYM U MOJIBI.
Hcnonb3yit clioXHbIE U pa3HbIe apOJIH.
Jlaske BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Tl Urpaerib, TBOI
KOMITBIOTEP MOTYT 3apa3uTh.

No ok ow

@OUIIUHT WA Kpaka JUYHBbIX JaHHBbIX

OObIuHOM Kpakel IEHeT ¥ IOKyMEHTOB CEr0/Hs Y>K€ HUKOTO He Y/IUBUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHUHM 3JIOYMBIIIJICHHUKH IE€PEMECTHIIUCh B HMHTEPHET, M IPOJOJDKAIOT
3aHUMAaTHCA "TFOOUMBIM" HEJIOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (DUIIMHT, TJaBHAs 1elb
KOTOPOTO COCTOMT B IOJIydEHHU KOH(HIECHIMATbHBIX JAaHHBIX I0JIb30BaTeNe - JIOTMHOB U
naposieil. Ha anrnuiickom s3bike phishing unraercs kak ¢ummsr (ot fishing - peibHas 0B,
password - mapoJib).

OCHOBHBIE COBETEI 10 0OPHOE ¢ PUIIUHIOM:

1. Cnemgu 3a cBOMM akkayHTOM. Ecnmu Thl MOJO3peBaciib, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHPOBATh €€ U COOOUIUTHh aJMHUHHCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Ucnonw3yii Oe3omacHble BeO-CaliThl, B TOM YHCJE, HMHTEPHET-Mara3uHOB U
IIOMCKOBBIX CUCTEM.




3. Hcnonw3yii cro>kHbie ¥ pa3Hble naposu. Takum o0pa3zom, eciu Tedst B3IOMAIOT, TO
37I0YMBIIIJICHHUKH TI0JTy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(DUITIO B CETH, a
HE KO BCEM.

4. Ecnm TebOs B3nOMand, TO HEOOXOAWMO MPEIyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpPBIE A00aBIIeHBI y TeOSI B APY3bSX, O TOM, YTO T€OsI B3JIOMAIH M, BOSMOKHO,
OT TBOETO UMEHHU OYJIET pacChUIAThCS CIIaM M CCHUIKH Ha (PUIIUHTOBBIC CANUTHI.

5. Ycranosu Hagexusid napoas (PIN) Ha MoOUIBHBIH TenedoH.

OTxIIt0YM COXpaHEHUe Maposis B Opaysepe.

7. He otkpsiBaii haitinbl u Ipyrue BIOKEHUS B MUChMAX, JTAKE €CJIM OHM MPHIIUIA OT
TBOMX Jipy3eil. Jlydie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 9TH (auiibl.

o

Hudposas penyranusi

Hudposas pemyrauust — 3T0 HEraTUBHAs WM MO3UTHBHAS MH(QOpMalUsg B CETH O TeOe.
Kommnpomerupytomast unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pazoM
OTpa3UThCsA HAa TBOEH peanbHOM ku3HU. "Lludposas pemyranus" — 3T0 TBOM UMMIK, KOTOPBII
dbopmupyetcs u3 nHpopMalru o Tede B UHTEPHETE.

TBoe MecTo JKUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKkTepa
1 pacckasbl 0 OJM3KHUX — BCE ATO HAKAILJIMBACTCS B CETH.

MHorue noJpocTKH JIETKOMBICIIEHHO OTHOCSATCS K IMYOJUKAllUK JTUYHON MHGOpMaIu B
WuTepHere, He MOHMMAas BO3MOKHBIX TIOCeICTBUN. ThI aXke He CMOXKEIlb JI0TafaThbCs O TOM, YTO
¢doTorpadusi, pasmelieHHas 5 JeT Ha3all, cTajla IpUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pasMmenienrne TBoux Gotorpaduii 1 I1pyrue ASMCTBUS MOTYT HE HCUE3HYTh
Jla’ke T0CIe TOro, KaK Thl UX yAalIUIIb. Thl HE 3HaCIllb, KTO COXpaHWI 3Ty MH(pOpMaLUIo, TIonana
JM OHAa B IOMCKOBBIE CHUCTEMBl M COXPaHWJIACh JIM OHA, a IJIABHOE: YTO IOJYMAarT O Tede
OKPYXKAIOIKE JIFOAW, KOTOPbIe HAMIYT W YBUIAT 3T0. HaiiT mHOpMAIMi0O MHOTO JIET CITYCTS
CMOXET JIF0OOH - KaK U3 JOOPBIX MOOYXAECHUH, TaK U C HAMEPEHUEM NIPUUUHUTD Bpe. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3aIIUTE HU(POBON peryTalluu:
1. Tlomymaii, mpexae 4eM 4TO-TO MyOJMKOBATh U TepeaBaTh y ce0s B OJore win B
COLIMAJILHON CETH.
2. B Hactpoiikax npoduis ycTaHOBU OTPAaHUUYEHUS HA IPOCMOTP TBOETO MpoQuiis u
€ro COAEPKUMOTO, CAeNIaid ero TOJIbKO "Is Apy3en”.
3. He pasmemaii u He yka3piBail HMH(OpMAIMIO, KOTOpas MOXET KOro-iudo
OCKOPOJIATH UK OOMIKATB.

ABTOpCKOe MPaBo

CoBpeMeHHbIE MIKOJIbHUKN — aKTUBHBIE [10J1b30BaTeNN HU(POBOTo npocTpaHcTBa. O1HaKO
JIaJIeKO0 HE BCE 3HAIOT, YTO I0JIb30BAaHHE MHOTUMH BO3MOXKHOCTSMHU ITU(PPOBOrO MuUpa TpedyeT
COOJIIOJICHNS MTPAB HA MHTEJJIEKTYaIbHYIO COOCTBEHHOCTD.

Tepmun "HHTeNEKTyallbHash COOCTBEHHOCTH"' OTHOCUTCS K PAa3IMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HaunHasi ¢ HOBBIX M300peTeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMpPOAYKTHI M YCIOYrHM, M 3aKaH4YMBas KHUramu, ¢ororpadusiMu, KuHOQUIBMAMU U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKHE IpaBa — 3TO MPaBa Ha MHTEJIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JUTEPATypbl U UCKyCCTBA. ABTOPCKHUE MpaBa BRICTYNAIOT B KAY€CTBE rapaHTHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUH TPyA aBTOpa He OyIeT HampacHBIM, JIaCT €My CIIpaBeIMBbIE
BO3MOJKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOETro TPy/a, MOJYYUTh W3BECTHOCTh M MpPU3HAHHE.



Huxkro 6e3 pasperieHust aBTopa He MOKET BOCIIPOU3BOIUTE €r0 MIPOU3BEICHUE, PACTIPOCTPAHSTS,
MyOIMYHO JEMOHCTPUPOBATh, MPOJaBaTh, WMIIOPTUPOBATH, MYCKaTh B MPOKAT, ITyOIHMYHO
WCIIOJIHATH, TIOKA3bIBATH/MCIIOHATE B 3(Upe WK pa3Meniath B IHTepHeTe.

Hcnonb3oBanne "mupaTckoro’ mporpaMMHOTO 0OECIICYCHHSI MOKET TPUBECTH K MHOTHUM
pUCKaM: OT TOTEpPH JAaHHBIX K TBOMM aKKayHTaM JIO0 OJOKHPOBKH TBOETO YCTPOWCTBA, TJIC
YCTaHOBJICHA HeJIeTalbHas nmporpaMma. He cTouT Taxke 3a0bIBaTh, YTO CYIIESCTBYIOT JeTalbHBIC
1 OecIIaTHBIC TPOTPaMMBbI, KOTOPHIC MOYKHO HAWTH B CETH.



